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loT Is About Making Business Decisions Based on Data
Trust In data i1s essential for the success of loT
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Trusted Data Comes from Trusted Devices

What does atrusted device mean?

Was it configured Doesthe device run
---® byauthorized ---@® MOost recent version
personnel? of software?

Trusted Trusted Trusted Trusted Trusted

Source Gonfiguration Connection Software Operation

|
|
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! Doesthe device Isthe connection Doesthe device
e comefroma --@ authenticated ---@®  operate as
trusted source? and encrypted? expected?
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Device Management Platform Controls Device Life Cycle
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Pelionc A Platform for Secure Deviédanagement
Enables customers to quickly build laigmale, secure and futugeroof IoT solutions

loT devices

Your software

Device application

Pelion Client

Datain =

Device OS
(Mbed or other)

©)

Non-IP
devices
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Backend Apps Interact with Devices through Pelion DM API

All Pelion Device Management services are accessible though REST API

Device
Directory
API

Update
Service API

Service

https:// www.pelion.conidocs/device
AP I S management/current/servicepireferencesindex.htmil

Connect Account
Statistics Managem
AP ent API

Connect
API
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& lab.mbedcloudintegration.net/dashboard/usage

arm PELION Usage dashboard
DEVICE MANAGEMENT
View: thismonth | 1month | 1week | 12hours
ARM Cambridge Usage summary

Devices:
Transactions:

O\ Search features

Images:
m Dashboard Manifests:
Usage dashboard Certificates:
API keys:
Custom dashboard
User groups:
Users:
tg Device directory
@ Device identity
@ Firmware update Transactions
292 Access management Used: 39,080,200
-QE Team configuration
B Billing reports
¢03 Job management
.% Profile (V)
@ Help ~
@ Language ~
Images &
.%p Privacy

Used: 129 (12.90%)

101017 160
39080900(1 month)
129 120
933
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9
70

Firmware updates monthly limit: unlimited

< Set as default

© Deleted registrations @ Expired registrations Registration updates
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@ Transaction (39080900)

400000 T
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Update campaigns ¢
Total: 141

141
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Unmatched Flexibility in Deployment Options

N

loT Baclend Applications

62% of companies
using public cloud

4 @) laaS utilize
. multiple laaS
4L Pelion Device providers (IDC)
Management API - —
I Application Data Application Data

Pelion Device Management Server

I
I
I
I
I
(SaaS, private cloud, on premises) I
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Trusted Trusted Trusted Trusted

Configuration J Connection 4 Software Operation
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PKC Allows Management of Device Keys at IoT Scale

Public key cryptography is statd-the-art authentication for devices, servers, applications

Symmetric keys

A Samekeymustbe configuredon the deviceand
the serverfor eachdevice
A Scalability challenge due to the need to
manage keys of millions of devices
AOpens new key management vulnerabilities,

weakening operational security

S ) ~—Key 1
Key Afm
Key
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Asymmetric keys

A Server trusts single Certificate Authority (CA)

that signs multiple devices
A Scales to millions of devices through

management of trust relationships
A Battle-tested cryptography and strong
operational security

AN
£> ~ 2.CAsigns_~ ‘~~s
certificates of / )

many device

DEED/
/

1. Server trusts the CA
All devices signed
by this CA are trusted
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Trusted \ Trusted \ Trusted \ Trusted \ Trusted
S D = I d t-l Source gLonfiguratifConnectiof Softwaref Operatio

Pelion DM implements certificateased key management defined in LwM2M standard

Unique device identity

X.509 certificate

- 13 Public Key
Other Fields Trusted CA
. Certifiesdevice is genuine
 signawre | T
..0
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Device Keys can be Generated by Device

When device generates the keys, private key never leaves the device improving securit

The key pair can be
created outside of
the device or

Unique device identity

X.509 certificate — generated by the
L device for added
N security
Other Fields Trusted CA
. Certifiesdevice is genuine
T &
o.o
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Device Certificate Is Signed by Trusted CA

Signing process integrity must be safeguarded by using secure physical facilities

Unique device identity

X.509 certificate
- § Public Key

Signature

Trusted CA

Certifiesdevice is genuine
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Trusted Trusted Trusted Trusted Trusted

Source Configuration # Connection # Software Operation
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How, When, and Who Can Access Devices?

Devices are often installed outside of security Passwords are virtually impossible to manage

perimeter, but are part of an enterprise network A Often shared across devices and people

A Createeasily exploitedsecurity backdoors

Inconvenient and often impractical when access to
the device is difficult
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Pelion DM Uses Delegated Access Control
to SOIVe the Cha”enge @ Policy Server decides who is

allowed to do what on which
devices based on policies

Based on emerging
IETF ACE standard

Access to device is
restricted to holders of

v

Pelion Device
Management

User authenticates

valid authorization and requests access Finegrained
/.\ . .
tokens to specific devices P @ permissions to
for specific actions R ' N access specific
Default passwords no e ] Sae devices
longer needed "I:’I’ ! _ TSa _
O O O
| — — | —

D O
| 3%

to perform actions on specific
devices--works even when the
device is disconnected CI I'm

@ Only approved users are allowed
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Secure Commissioning | |

Using the app to commission devices,
with Secure Device Access A B C

< CPC1 Ground Floor . ' '

a

O 0161d1ebbb86100100330 G
C 0161d1ccZ310010022 (6] Sarndoes nOt
0161c2894€ef10010021b [x) 1 1
Sam@Acme.com have per.ml‘?'SIOnS

to commission
Device C

Secure Device Access Policy

Action: Commission_ Wifi

t User: Sam@acme.com —
Devices: A, B
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Device Access
Policies
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