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Security Basic Concepts (i) siliconr-Pl

Security must be sized relatively to the environment
where the device is running and its accessibility to the hacker

5

Cost of the attack

please
Don't toueh
Meter!

@ System Level

Software attacks: protocols,
weak implementation of
cryptography, weak passwords, s ' . L
malware, viruses, Trojan fo . b TN @ Chip Level
horses, é vl e g S Software Attacks +
oty SR Physical Invasive HW
y e attacks: Laser, FIB,

| — @Board (Device) Level Reverse Engineering,

- Probing, &

Software attacks + non
invasive HW attacks
through Debug Port,
Memory Acce_ss, Power, o
Anal ysi s, & N
nside!

Device Accessibility

[ ]
- INside
= EC U RE
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Cost of Implementation of Security @siliconr-Pl

Security implementations
Must be sized relatively to the consequence of a hack,
Not to the value of the device.

The hacker will put in perspective:
The Avalueo of the hack:
- E. g. money, f un, techni cal
The Nncosto versus the Ari sko
- Time spent to perform the attack,
Expertise required to perform the attack,
Level of collusion (level of information of the system),
Cost of equipment needed to perform the attack (the economical barrier),
Access to the system (physical ac.: protect
Legal penalty i1 f caught (fine, prisoneé),

Example: the Smart Meter gateway:
Bill of Material: <$20,
Consequence of an attack: black-out in neighborhood: $Millions.

[ ]
- INside
EEEEEEE
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® silicom

Security for TV/STB/OTT/

n W1 sSide
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HD Content Protection @smcom

Laptop

PC

Notebook

Tablet

Smart Phone
Set-Top Box/ OTT

AWired / Wireless Conn.

AHDMI/DisplayPort/Miracast/DLNA

AlP-Based

AHigher-level Content Protection
AIDCP2.0/2.1/2.2
ADTCPI IP

[HD | MOVIES

of, -
&

it A4
ETENTEE
E f

(UYHD Content
Protection

L 6 | 2016 ARM Symposia

Television, Monitor, Projector

o
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® silicom

Security for Banking Application

Py | lf sSide
= E | B R - A
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® silicorm

C:;_dﬁ & wiewn

Alipay.com

34 party payment penetrate in deep in
daily life and erode traditional banking
business.

PChomePay %1 i

[ ] .H—.:FIH
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Now or never (i) siliconl |

( Facing the
upcoming competition from 3" party payment among the traditional
banking industry :)

5

( Developing mobile payment is a must )

5

( Transition from PC centric )

5

. App ( into app based
mobile platform everywhere )

, (

account confidential and privacy data protection and ensuring the
secure data transmission become the last mile before such mobile
service is persuasively adopted ) $8 R YK RLRAB IR I A0

B » HRNBERHOBEARLIR
B BRRUTSDIAGSE -
\ "

\ () " 2
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Bad

app

S
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were withdrawn from apple App
storeé.)
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-

TechNews g

TechNews
BB oE %

FH® FEERE

m 314,486 ASUEH - SRIMABEREHBLATRE. T

m,

NREEY SELECTS ANEER HFFE H3585 H8 BREA BESaf

hEEEADFA 0S FHEMET - BRE T2 250 2 Apps -

E% Blake | %7 B 2015 £ 10 A 20 H | %48 app, Apple , iOS =

f 298 Facebook | & P FB Messenger

1 yir 436

XERE || Bt

G+

Net Chaser™
BEZEASN

! MicroXsafe 6001 / Secure ...

250

apps

» 4w Login | Salesforce

€ B3 @ dsilynewssina.com/t

© Firefox has prevented the outdated plugin "Adobe Flash” from running on dailynews.sina.com.

% | [ FE e mERoeaeams.. % | (% FORNSKRIIRONEEEPT.. < |+

3.htem! <]

silicon/P

Sfho LrrHAY | ww-rimssnm - Ex i
FBIRAZH R HIF RIS B ML 4 EGAS
bttp:/news.sina.com 2014509 H018 17:43 ALTIRIM szx K -

FEH RV RE R8> —

HORANED, AT H2 68 M8, VREIZ I NIRRSE, 25 52 /5 RIS @, &
ARBLAF-Pa] 3 LA OA L TEANONER BB LI B (4 2 4E M T £ ER, 1BRALAEE th 2 1M, 3R
283 R BT R SR F MR O B iCloud BRI 2SS 1 69, FBIFOIN RN ST T2 HEM
IHERE PR ES

BEEAF IR FASTE 4chan k5275 T IBAE %88, H P RIERMT RIS
FARIB-ZH@MT. “HHBAE " MUHY-F3] 36 O, STACTI-AH AT, MURFOB SO W 2 (1 X085
ZIE, FaAh N B8 M R E AR 0H B iCloud BRAL 2 S IRiR Y.

FBIf2 & A7E — ) 50A P AR LT3 L FEMASAER : “FBIMIEF R — W (+2 RIFEA
1BRAS, IEEAMRB AT EBRSIES, BRith S EMEINE T F., -

ER L[S0, FMRLNSHLFET, 1§ & $HMEE 2707 8 09iCloud BR /=it | THAEE, 38/% 350
EURRAASE T B R, IR S W A T TP E W IR S eNB8EL, thiEEHES
SE— R,

LOSPABRABEAM IR GE 0358 7 MR E, B0 S 00 R 2 25 00 2 5, 20124 — B B0
FEEWHEIR-FRIE O T IR T T BE- 00 3H W 22 0A L OONBFE, AR IL LN T AR EEeR
R EEBEB, MWW R10F BN,

(F8 R

Q%3 wliiy

&% StateFarm

1 S SE RN

= FUMIEE M (MR L FISTIREY

090w

- SWELITARES ONSD W 302

GsaTE R

= SOBA I WEE MPR1T- 6330

PRXBIN

= PIRWINSO 90 M TEPR M)
= BRMGRAMIE S BRE LE
= 3% 10005 W IAT ST B,
EE=PR D e

- FEENGERR AT I BRI

TR A AT T

e BER N

-
Tl

WE+ AR

oET
9%

HARE

1-877-482-5522

-

EEEE + 2T BRIEFT

RENEE -

H 3 A TS

[Fos%y a4y TALPM

11/5/2015

Are you sure that your ID/PW are secure when it is
inuseoratrest? ( Hol |l ywood St ar s
) exposuree)

> BETHAME “
BRI App Store T2 71318 250 # Apps « 157 BIEL: Apps $RR 7 TEIRESATAK SDK R

L Apps AILEHIZERNEREEN ) Y EEEEKRRES -

PR OW W W
il I »

®
GEER A SN A

I:ET' INsIoOea

- — —
Driving Trust

10 |

2016 ARM Symposia



Unprotected Software is Easily Hacked @smcom

. Every software application is vulnerable to binary hacking
. Networks are transparent
Intended operation is easily subverted
. Security systems are undermined
. License checks are removed
. Apps are repurposed as attack vectors

. Keygens are created

. HostIDs and clocks are spoofed
. Clients and servers are compromised and cloned
. Embedded software is stolen

. CE IP is subverted
[ L1 I0side
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( you need exper@ﬁ"§°“"°'
assistance on road of security )
. (OS) ( Since there is no way for you to enforce the enhancement of security
from OS sidee.)
(APP) ( the alternative way is to ensure your developed App can be tampered
resistant via: )
( auto alert while there is attempt of tampering )
( make the door to secret invisible )

. ( protect the certificated and secret key from being probed and replaced

and use it in a invisible way )

. Wrapper/Sandbox cannot protect the app from being tampered during runtime.

L 12 | 2016 ARM Symposia



