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¸ Security must be sized relatively to the environment

where the device is running and its accessibility to the hacker

Security Basic Concepts

@ System Level

Software attacks: protocols, 

weak implementation of 

cryptography, weak passwords, 

malware, viruses, Trojan 

horses, é

@Board (Device) Level

Software attacks + non 

invasive HW attacks

through Debug Port, 

Memory Access, Power 

Analysis, é

@ Chip Level

Software Attacks + 

Physical Invasive HW 

attacks: Laser, FIB, 

Reverse Engineering, 

Probing, é

Cost of the attack

Device Accessibility
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¸ Security implementations
¸ Must be sized relatively to the consequence of a hack,

¸ Not to the value of the device.

¸ The hacker will put in perspective:
¸ The ñvalueò of the hack:

- E.g. money, fun, technical challenge, terrorismé

¸ The ñcostò versus the ñriskò of the attack:

- Time spent to perform the attack,

- Expertise required to perform the attack, 

- Level of collusion (level of information of the system),

- Cost of equipment needed to perform the attack (the economical barrier), 

- Access to the system (physical access, protected by firewallé),

- Legal penalty if caught (fine, prisoné),

¸ Example: the Smart Meter gateway:
¸ Bill of Material: <$20,

¸ Consequence of an attack: black-out in neighborhood: $Millions.

Cost of implementation of Security

?
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Security for TV/STB/OTT/
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HD Content Protection 

Television, Monitor, Projector

Internet

Digital Rights Management

Laptop

PC

Notebook

Tablet

Smart Phone

Set-Top Box/ OTT

ÅWired / Wireless Conn.

ÅHDMI/DisplayPort/Miracast/DLNA

ÅIP-Based

ÅHigher-level Content Protection

ÅHDCP2.0/2.1/2.2

ÅDTCPïIP               

Assets

Rich Content

(U)HD Content 

Protection
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Security for Banking Application
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---

3rd party payment penetrate in deep in 
daily life and erode traditional banking 
business.
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¸ ( Facing the 

upcoming competition from 3rd party payment among the traditional 

banking industry : ) 

¸ ( Developing mobile payment is a must )

¸ ( Transition from PC centric )

¸ App ( into app based 

mobile platform everywhere )

¸ ( 

account confidential and privacy data protection and ensuring the 

secure data transmission become the last mile before such mobile 

service is persuasively adopted )

Now or never 
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Bad app is everywhereé( 250 apps 

were withdrawn from apple App 

storeé.)

Are you sure that your ID/PW are secure when it is 

in use or at rest? ( Hollywood Starsô Photo/Video 

exposureé)
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¸Every software application is vulnerable to binary hacking 

¸Networks are transparent

¸Intended operation is easily subverted

¸Security systems are undermined

¸License checks are removed

¸Apps are repurposed as attack vectors

¸Keygens are created

¸HostIDs and clocks are spoofed

¸Clients and servers are compromised and cloned

¸Embedded software is stolen

¸CE IP is subverted

Unprotected Software is Easily Hacked
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¸ (OS)  ( Since there is no way for you to enforce the enhancement of security 

from OS sideé.)

¸ (APP) ( the alternative way is to ensure your developed App can be tampered 

resistant via: )

¸ ( auto alert while there is attempt of tampering )

¸ ( make the door to secret invisible )

¸ ( protect the certificated and secret key from being probed and replaced 

and use it in a invisible way )

¸Wrapper/Sandbox cannot protect the app from being tampered during runtime.

( you need expertôs 

assistance on road of security )


