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The need for security

©ARM 2016

A Communication protection
A Cryptography, authentication

A Data protection
A Secret data (keys, personal information)

A Firmware protection
A IP theft, reverse engineering

A Operation protection
A Maintaining service and revenue

A Anti-tamper protection

A Related to all other protections
ARM



Potential security threats
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ARM TrustZone for ARMv&M

Securityfoundation inhardware
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ARMveM, ARMVEM, and ARMv8MV architecture

Scalable architecture for microcontrollers

A

ARMvV M

Cortex-M3, M4, M7

ARMvEM
Cortex-M0O, MO+

ARMvVE8M
Mainline
Cortex-M33

ARMvVE8M
Baseline
Cortex-M23

Today
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ARMvEM

ARMTRUSTZONE

System security

A ARMvVE8M baselindCortex-M23)

A Lowestcost and smallest
implementations

A ARMvE8M mainling(Cortex-M33)

A For general purpose microcontroller
products

A Highly scalable

A Optional DSP and floatiAgoint
extensions
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TrustZone for ARMV8A

Rich OS,
e.g. Linux

Non-secure stateq

Secure states

Secure
app/libs

JS

Secure monitor

©ARM 2016

TrustZone for ARMvV8M

Non-secure states Secure states

Non-secure

app/libs

Non-secure

oS Secure OS

TrustZone for ARMv8M

Secure transitions handled by the processor
to maintain embedded class latency

ARM



Security defined bygnemory map

All transactions from core and debugger are checked
A All addresses are either secure or n@ecure Request from CPU

. - : 1 " S
A Policing managed by Secure Attribution Unit (SAU) |>§,t:|m

A Internal SAU similar to MPU .| control
A Supports use of external systel@vel definition
A For example, based on flash blocks or per peripheral

A Banked MPU configuration

A Independent memory protection per security state MPU

A Load/stores acquire nesecure (NS) attribute
based on address
A Non-secure access to secure addreéssmemory fault Request to system
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ARMvVE8M additional states

Existing handler and thread modes are mirrored

A Secure and nowsecure code runs on a single CPU Handler
A For efficient embedded implementation mode

r

Thread

A Secure state for trusted code
mode

A New secure stack pointers for robust operation
A Addition of stacklimit checking

ARMvV M

A Dedicated resources for isolation between domains N%r;rfjl‘;‘fe f;n‘:(;g
A Separate memory protection units for secure and rg@ture mode mode

A PrivateSysTickimer for each state Non-secure Secure
thread thread

mode mode
A Secure side can configure target domain of interrupthMVgM

©ARM 2016 ARM



High performance crosdomain calls

Efficient implementation focused on microcontroller

A Security inferred from instruction address
A Secure memory considered to hold secure code

Secure Non-secure

Secure Non
handler secure
R : mode handler
A Direct function calls across boundary cecure x Non.
A High performance and high security thread secure

mode thread

A Multiple entry points
ANoO need to go via Omonitorod RO transitions

Rl
A Uses Secure Gateway (SG) instruction m'g\ /m
. ) ) ) i MSPLIM MSPLIM NS

A Only permitted in special secure memory with R13

non-secure callable (NSC) attribute m‘/ R14 w

PSPLIM_S !
B =1e PSP;IM_N
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ARMVBM progr ammer 0s model

Non-secure state

Non-securememory

T on-securemernory
System control and debug view IS 1aentical wi
OOOOOOOOOO | | CorteX_M

Off-chip peripherals

Debu

OOOOOOOOOO

Off-chip memory MPU Branches to fixed
Peripherals SCB memory locations

oooooooooo 77 NVIC accessecurefirmware

RAM SysTick

oooooooooo 77722, ITM/DWT/FBP

Elash Securememory Is

OOOOOOOOOO o Vector table for invisible

Non-securehandlers

0000000000
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ARMVBM progr ammer 0s mode|

Securememory view

shows additional Flash,

OXFFFFFFFF

ROM tables Non-secure MPU alias RAM -

g . , an ripheral
ZxEZZZ:ZZ System control and debug Non-secure SCB alias and peripherais

Off-chip peripherals Non-seCl[J)rebSysTlck alia | |
SeAlljg Access to all regions is
Off-chip memory = e possible irsecurestate

Non-secure peripherals Secure SCB

S Secure peripherals NVIC Regions:an be

Non-secure RAM Secure SysTick

Secure RAM ITM/DWT/EBP conflgurgd Insecure
Non-secure flash state using the SAU

0%00000000 Secure flash

0x20000000

Vector table for
securehandlers
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A simplified use case
Composing a system with secure and rggture projects

Non-secure state

Secure state

User project | |

User applicatio

o dver Funciion calls

Firmware project

System start

Communication
stack

©ARM 2016

A Non-secureprojects
cannot access secure
resources

A Secureproject can
access everything

A Secureand
non-secureprojects may
Implement independent
time scheduling

ARM



Software development tools
and software components

Accelerate software creation
for ARMv8M devices with TrustZone

ARM
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Tools and components for software development

Keil MDK ARM

IDE & debugge Compiler 6 CMSIS vo

MPS2
Cortex-M
Prototyping Syste

Fast Models

debug adapters

©ARM 2016 ARM
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CMSIS: Pathway to the ARM ecosystem ((/EMSIS

ARM® Cortex® Microcontroller
Software Interface Standard

A Vendorindependenhardware abstraction layer for Cortekl series
A Open sourcesoftware framework with processor HAL, DSP library, and RTOS kernel

A Consistentgeneric, and standardized software building blocks
A Optimized APthat software creation, code portability, and middleware interfaces

A Infrastructureto accelerate time to market for device deployment
A Software Packs to distributéevice supportboard support, and software building blocks

1001M010001IM
o0T0MOoonon
100100011001M

3668 1.2M+ M+

devices supported source files on downloads irpast
GitHub six months ARM
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Keill MDK Microcontroller Development Kit

Most comprehensive development solution supporting over 3600 devices

Seftware Component Sel. | Variant Version

’ Data Exchange
50 Device
MDK-Core ARM C/C++ Compiler DSMDK o o 5
N ------ @ scu I 11
S Wision IDE ARM Compiler 5 DS5 IDE | e
; with pack management with qualification kit with pack management E.: CORE O |siN_ [-[680
% Wision Debugger ARM Compiler 6 DS5 Debugger ﬁ o g gf:fg
with streaming trace LLVM technology with streamline RIS -
CMSIS definesoftware
_ _ packsthat are created by
@ Device CMSIS Middleware -
< ARM, silicon vendors, and
c Start CMSIS IPv4 _
o 2l Core Network | 'PV6 networkl mbed TLS middleware partners
< encryption
© : :
E’ Device HAL CMSISDSP USB device USB host . For each project the
=) . CMSIS mbed Client version of theSoftware
RTOS File system Graphics § loT connector Packsnay be specified

6 cARM01S www.kell.com/mdk ARM
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ARM C/C++ Compiler extensions for ARMMWE

A C-Preprocessor macro __ ARM_FEATURE_CMSE indicates secure esemire mode

A Function attributes to support calls between secure and-senure mode

A __ attribute_ (cmse_nonsecure_entjy
A __ attribute_ (cmse_nonsecure_call

int SecureFunc (int V)
attribute ((
{
SecureFunc PROC
SG
return v+1,
ADDS

BXNS
ENDP

©ARM 2016

cmse_nonsecure_entry

rO,r0,#1

Non-secure
user

Secure function that can be call by rsecure code
Call to nonsecure function from secure code

Linker generates a export file with secure
function entries

Secure project

project ‘

Export of secure
function entries

ARM
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CMSISCORE for secure mode projects

startup_<device.c

CMSIS device startup

system_<levice.c

CMSIS system and
clock configuration

partitions.h

Secure attributes and
Interrupt assignment

<user>.clc++

User application

main() { ... }

<device>.h

CMSIS
device peripheral acces

S

©ARM 2016

Files relating to CMSISORE
Including device specific files

partitions.h provides initial
setup forSAUand configures
non-securemode memory areas
and interrupts

CMSISCORE device files

CMSISCORE header files
generated from CMSISVD

User program

ARM
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CMSISCORE extensions

A Partition setup and verification
A Setup forSAU
A Secure/norsecure Pointer validation

A Additional Functions to access:
A New NVIC features
A Secure and NotsecureMPU
A Non SecureSysTick
A New Special Registers

A API for RTOS interface
A Management of secure stack memory

©ARM 2016

[ ] partition.h*

Bpand Al | Collapss Al | Help | [~ Show Gid

Option
[E-Initialize Secure Attribute Unit (SAU) CTRL register
Enable 5AU

Value
=
r

‘When 5AU is disabled All Memory is Secure

[=-Initialize Secure Attribute Unit (SAU) Address Regions
I-Initialize 54U Region 0
Start Address
End Address
Region O is
Initialize 54U Region 1
Initialize 54U Region 2
Initialize 54U Region 3
[E--Setup behaviour of Sleep and Exception Handling
Deep Sleep can be enabled by
Systemn reset request accessible from
Pricrity of Mon-5ecure exceptions is
BusFault, HardFault, and NMI target
[=--5etup Interrupt Target
DMA Channel O Transfer Complete
DMA Channel 1 Transfer Complete
DMA Channel 2 Transfer Complete

MIRAA Tl ml 3 Temem et me (T e e b,

When SAU is disabled
Value for 5AU-> CTRL register bit ALLNS1

e

(00000 0000

(00000 FFFF

Secure, Mon-Secure Callable
~

r

r

Secure state only
Secure state only
Lowered to 0x80-0xFF

Secure state

Mon-S%ecure state
Mon-S%ecure state

Secure state

Bl Comminmm mdmdm

ARM



Non-secure state
e

Application |

API| for RTOS interface tsecure stateCMSIS

Mutex
Thread Semaphore

Events

Time RTOS Scheduler ™ Memory

A RTOS running in nosecure state: RTOS

functionality available to nesecure and secure
software

A FulHeatured RTOS for notsecure application

A Supports function calls to secustate
A Callbackevents from secure state

20  ©@ARM 2016

Library functions

TurstZone RTOS Context Management

System monitor

Time Scheduler

A RTOS Context Management foin

A CMSISCORE provides TrustZone extensions:

A Secure statgrovide/sdata and firmware protection

ARM
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Debugging of softwarprojects

5\Freescale\TWR-K70F120M\DSPS - Copy \sine.uvprojx - yVision k|
File Edt View Project Flash Debug Periphersls Tools SVCS Window Help
Hed e @a - p TEE L/ (8 NonMaskablelnt RQn + 33 ¢ e S& 4
1% B oeeo » DasE 2
3 x| | Logic Anatyzer 3 | [Trace Oata 3 x
543 Project sine. B )[losd ] MnTme MaxTme God | Zoom | Min/Mac |Update Screen Transton s dR 3R A g
R Ao Pvh I 0s " T2iesesss [ 1e | JOATAT] (At o] [ Sop [ Oear ] Previet] e T =
& (23 Source Files %7 struction E Code / Tngger
@ ) DinyFitter.c s \/\W | 216983 329857 5| X: 0:000004C0 | *CBZ 1,000000402 CBZ R1,SVC_Next  Ru..[ SVC_Handler Al
5. tow.poss tterc 3278 T0000004C2 | S 2yt STMDB RIZURARIL)  :5.. SVC_Handier
8140 sk gemerstoce 277, X:0M000004C5 | SR __ri2id,*0a8] STRRI2(RLOTCE_TSTACK .. SVC._Hand
23 Documentation fiee. g 0 T0M00004CA | PUSH __ (1243] PUSH(R2,83) 1SVC_Handler
1) Absractn jesane TOO00004CC_ | BLW _ _stk_check 000000846] BL Astcnek  :Che.
=4 custs 2 VY VOt YY1 U1 VO OV . Y s O . DY 141 BP0 00 A5 O0GO0RNE 3 B YOId Rtk check roid) E1 stk check
S am_coteatimatnan|| mws| W . W W W WTTWT W W T W 0x00000400 | POP {1243] POP_(R2R3] |SVC_Handier
X L I SR R2R) 03 15k SVC_Handier

T RTX_CMB.1ib RTOS:Kell
%1 RTX_Conf_CM.c RTOSX

1000000404 | IDR  N2,2.%0028]
000000408 | LDM  ni2iird-1)

DR RI2[R2,#TCB_TSTACH .. SVC_Handler
IDMIA RIZURERIL R |SVC_Handier

=9 Device

X
X
X
X
X
X
X: 000000402 | STR  12,43,#000]
X
X
X
X
X

) staki WicHOFLE 00000040C_| MSR___ PSPz MSR_PsPRI2 Wit ndler
S0 sstem arorL2e (0 T [X:0w00000480 | VI Ire002 WMVN_ (R #NOTOWFFFFFFD _. | SVC_Handier
216983330810 5| X: 0000004E4 | BX It % R SVC_Handier
216963331190 5 Exception Return 1
X: 000000884 | B 0x00000834 |os_idle_demon
X: 000000884 | B 0x00000834 o0s_idle_demon
X:000000884 | B 0X0000083A [os_idie_demon
X: 0000000884 | B 0X00000884 |0s._idile_demon
;000000884 | B 0100000834 o5 idie_demon
X:00000088A |B 040000083 | 0s.idie_demon
X:000000884 | 6 00000834 [0 idie_demon
X:0:0000088A | B 0w000083A 5_idie_demon
223411 (0S_SYSTICK == 0)  / & 000000884 | B 00000083A [os_idie_demon
4 X:0W0000684 | B 0400000834 s_idie_demon
~~~~~~~~~~~~~~~~~~~~~~~~~~~~ X:0000088A | B 00000834 Josidie demon 4
il [X-o0o0088x |8 0000088 Toridie demon |
< J ol faiaast a2 tm s mas s, ot gl i .'.l_‘
) Project | B negisters | [ vrace Data | Event viewes | System and Thvesd Viewer |
|Command 8 x| [watech1 3 x
[¥5 =, -Syscemcorecioek, oxon =
LA \\sine\src/DircyFilzer.c\sine o —
LA \\sine\src/DirtyFilter.c\noise passine
LA \\sine\src/DirtyFilter.c\disturbed
LA \\sine\src/DirtyF .c\filtered =i
=] @ tinerea
sl | ﬂj v
5 <Enterepressions | =l
AssIGN BreakKill Breaksec COVERAGE DEFINE DIR 5 Cal tack ~ Locats | Wateh [T Memory1 |
e an ety sucamer o (T Ty o s e

ARMFastModels

Virtual Prototyping
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A MDK offers debugging with:

A Fast Model simulation environment
for software development prior silicon

A MPS2 target connection for testing
with microcontroller prototypes

A Secure& Non Secure Debug Access

-
uVision

Enter password and press "OK" to enable secure debug.
Press "Cancel” to continue with non-secure debug.

| 0x1234ABCD)|

Enter password for Secure Debug Access

ARM
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Systenvisibility to processor and peripherals

MDK Debugger provides detailed dialogs for processor, core peripherals, and device peripherals

-
Mested Vectored Interrupt Controller (NVIC)

y

Memory Protection Unit (MPU) ot DUALTIMER X
I | Source | Name [TZ[E[P| Al Priorty -
2 Mon maskable Intemupt, ... NonMaskablelnt 5 10 -1 e
3 Hard Fault, all classes of .. HardFautt 5 1 -1 g Property Walue
11 System Service Call via 5. SVCall s 100 0O # | EN| Start Add End Add XN | AP SH AttrIdx | Attribut
14 Pendable request forsyst.. PendSV S 100 0 art AccTess | End Accress _ 100k | Artrihates - TIMERILOAD | 000000000 =]

System Tick Timer SysTick S 1 0D 0 3 0 | | 0:00000000 (0000001 F [~ |00 RW priv |00 Mon-share |- - -  TIMERIVALUE
16  Watchdog Intemupt WOT NS O 0O O 1 | |0«00000000 |0x0000001F |~ |00 RW priv |00 Non-share |--- - .
17 UART 0 Transmi Interupt ~ UARTO_TX NS OO0 D0 O 2 [ |0x00000000 |0x0000001F | |00 RW priv |00 Non-share |- - =8 TIMER1COM... | 000000020
19 UART 1 Tramsmit Imterupt ~ UART1_TX NS OO0 DO O - ) P .
21 UART 2 Transmit Intemupt  UART2.TX NS D OO D 3 [ |0x00000000 |0:0000001F |1~ |00 RW priv |00 Non-share - - --OneShot... | 0: Wrapping = Wrapping counter mode
22 GPIO 0 combined intemupt ~ GPIO0 5 00O 0 4 |7 |0«00000000 | 0x0000001F | |00 RW priv |00 Mon-share |--- - -TimerSize | 0: 16-bit = 16-bit counter mode
23 GPIO 1combined intemupt ~ GPIO1 S 000 O - N N . — —
3 Tine Obbempt TMERD A 5 |~ |0x00000000 |0x0000001F |~ |0ORW priv |00 Non-share | TimerPre |0: divided by 1= clock is divided by 1
6 | [0:00000000 |0x0000001F |~ 00 RW priv |00 Non-share |- = :

’VF SEL I" Pendng T Active ¥ Secure SLE I Sty A . | 0z Free-Running = Free-Running timer mode.

— Intermupt Control & State

INT_CTRL_ST: I[bd]DDDDDDD

[~ RETTOBASE
[~ ISRPREEMPT

VECTACTIVE: [3<00)

VECTPENDING: |[bd}|]
[~ ISRPENDING

[¥ cPUis in Secure State

when disabled:

All Memory is Mon-Secure j

—SAU Address Regions
[t e Region | EM | Start Address | End Address | Region is...
Secure: AIRC: [2FAD54008 PRIGROUP: [0: 7.1
0 [« | 0x00000000 0:001FFFFF Secure, Non-5ecure Callable [=]
Non Secue:  AIRC:| PRIGROUP: | 1 |7 |0:00200000 |O003FFFFF | Non-Secure
Il:ENDmNEss ZEF{IS P #SYSHESEFHE 2 | |0x20200000 |0x203FFFFF | Non-Secure
BFHFNMINS v SYSRESETRY 3 [+ | 040000000 0x4004001F Maon-Secure
—Vector Table Offset
4 0x00000000 | 0x0000001F | Mon-S
Secure: VTO: [600000000 TELOFF: [0000000 I r ofTaecure
N | 5 |[T | 0«00000000 |0x0000001F | Mon-Secure
o SEerE: ' ' i 6 | |0x00000000 |0x0000001F | Mon-Secure -
— Software Intermupt Trigger 7 | | 0«00000000 |0«0000001F | Men-Secure
SW_TRIG_INT: [e<00000000 INTID: [ex00 =
©ARM 2016

“-TimerEna... |0: Disable = Timer is disabled. T
=~ TIMERIINTCLR
LLINT r
[+--TIMERL1RIS
- TIMERIMIS
-~ TIMER1BSLO... | 000000000
- TIMFRZLOAD | 000000000 il
TIMER1CONTROL

[Bits 31..0] RW (@ 0:40002008) Tirmer 1 Control Register

A CMSISSVD delivers information
about device specific peripherals

ARM



- Systenwvisibility to software components

e XML File

© Status and Event
Views

Debugger

+

Event Recorder

Software
Component
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ASoft war e

component s

arl e

Obl ac

k box

A MDK Debugger gives visibility to status and events of software components
A Supports secure firmware and requires no source and debug information

Execution Status

File System

Property
« % EFS File Handles
- @ FATFile Handles
é----Drives

é----Drive FO
[+ Status
------ ¢ Total size
--Memary Media
=1 Dirive MO
[ Status
...... @ File System
...... ¥ Total size
...... @ Free space
------ @ Cluster size
-Memory Media
=) Drive MO
[ Status
...... @ File System
...... ¥ Total size
------ @ Cluster size
[--NAND Translation Layer

L=
Value
Used: 0 (Awvailable: 4)

3

Used: 0 (Available: 4)

Valid

8388608 bytes

Valid

FAT-32

32018694144 bytes

32018661376 bytes

32768 bytes

Valid

FAT-16

509919232 bytes =

16384 bytes

Event Recorder

£ | Recording ...

Event Information

n B

Event-Mr. Time

Compenent

Type Property

Value

12 049785371 id=0x2345 U)d]UUUUUUl,U:ﬂUUUUUUZ,U)CUUUUUUU.A
13 555398540  FileSystem File Systerm:FAT | Format drive MO

14 555398570 FileSystem File System:FAT | Options: card /fat32\r\n

15 555308620 | FileSystem File Systern:FAT | Resetting associated file handles

16 555398680  FileSystem File System:FAT | Media capacity is 62552064 sector

17 555398730 | FileSystem File Systerm:FAT | Format option /FAT32 detected

18 555398760 | FileSystem File Systern:FAT | Formatting: FAT 32, cluster size: 3
18 555398790 | FileSystem File Systern:FAT | Writing Master Boot Record: sectc
20 555399750 | FileSystem File Syster:FAT | Clearing hidden sectors

21 555941120 | FileSystem File System:FAT | Writing Boot Sector: sector=212

22 555970840 | FileSystem File Systern:FAT | Write FS Info: sector=213

23 555891510 | FileSystem File System:FAT | Clearing reserved sectors

24 556009800 | FileSystem File Syster:FAT | Creating File Allocation Table (FA
25 597631470 | FileSystem File Syster:FAT | Clearing root directory area

26 587962970 | FileSystem File Systern:FAT | Drive MO formatted

27 597981100 | FileSystem File Systerm:FAT | Volume label not found

28 59.7981230 id=0x2345 000000000, 000000000 —
29 59.7981250 id=0x2345

0x00000001,0:00000002,0:0000000. I
3
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CMSISRTOS2 Secure system demo on Cort&i33

Demonstration of ARMvAV security features ang/stem recovery

Non-secure state Secure state

CMSISRTOS2
based on RTX5

System restart
secure faulthandlers

User interface
displaythread

Incident log
Secure watchdog

A Full source code is part dppNote 291:Using TrustZone on ARMv8-M

Test case execution

MSP2 running CoHe83 system
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