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Designing Trusted SOCs 

for the Internet of Things 



Why is security essential for 

the Internet-of-Things? 



Attacker Motivations (examples) 

• Many IP cameras have well known security problems 

• Once gained access to an IP camera, the attacker can: 

• Grab video stream 

• Violate privacy 

• Plan a burglary 

• Discover Email, FTP, MSN, WiFi credentials 

• Use it as a Linux box on the internet: 

• Send spam 

• Host malware 

• Use as a proxy 

• Attack victim’s browser 



Why is security essential to the IoT 

 In a distributed architecture,  no meaningful service can be deployed 

successfully without trust between the elements. 

 

 Example: Network of self driving cars 

 Each device must authenticate the identity of other cars 

 

 

 

 

 

 

 

 

 

 



The pairing problem 

When IoT devices connect, they need to verify: 

 Who is the other device / server 

 Should I trust it? 

 How to establish a secure connection? 

 



Example of a “thing” joining a network 

Enrollment with a “CA”   

Deployment in the field  

Identity challenge  

Integrity challenge (SW running on the device) 

 Network manager can determine if a new node can access the 

network 

New node node 

CA 

SP (network manager) 

√ Identity whitelisted 
√ FW/App whitelisted 

node 
{ID,           } 

{ID,           } 



Threat profiles 
cost/benefit tradeoffs 

Value to attacker 

Cost/effort  
of attack 

Software attacks 
• Malware and Viruses 
• Privilege escalation 

Non Invasive h/w attacks 
• Bus probing 
• IO pins 
• Debug ports 
• Side Channel Attacks 
 

Invasive h/w attacks 
• Laser 
• FIB 

Communication attacks 
• MITM 
• Snooping and tapping 
• Password sniffing 

Home Appliance 
Smart Lock 
Wearables 

Smart meters 
Industrial controllers 

Automotive ECU 



Threats vs. security modules 

Layer Threat Required Security  Modules 

Hardware 

Key Extraction Secure Storage, Countermeasures, Secure Debug 

Illicit Debugging Secure Debug 

Probing Secure Storage, Countermeasures 

Side-Channel Attacks Secure Storage, Countermeasures, RNG 

Software 

Botnet Enrolling Secure Boot, TEE  support 

SW exploitation TEE Support 

Image Hacking Secure Boot, Code Encryption 

Privilege escalation Secure Storage, TEE Support 

Device Cloning & IP protection Code Encryption 

Communication 

Illegal Access (MITM) 

Secure Asset Provisioning & Management, Trusted Pairing, Security 
Protocols 

Password Sniffing  

Confidentiality Breach 

Traffic Tampering 



Sansa Silicon for IoT Security Toolbox 

Secure Asset Provisioning & 
Management 

Pairing and authentication 

Secure Debug Secure Boot Code Encryption 

Lifecycle State 
Management 

Code and Data 
Revocation 

Secure Power 
Management 

Secure Storage  

SCA Countermeasures Root of Trust & Root 
Identity Management 

Cryptographic Library (Symmetric Block & Stream Ciphers, Asymmetric Cryptography, 
Hashing, Random Number Generation) 

Feature Activation Security related comm protocols 
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Example SoC architecture 

ARM Cortex M/R

SRAM
Boot
ROM

Applications

OS
External 
Memory

(optional)

IoT peripherals

Sansa Silicon for IoT

AES
(w/ SCA CM in A2)

HASH
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Control
Logic

TRNG

OTP I/F
ROT

ManagerOTP:
HUK, HBK,...

Always ON
domain
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PKA
(optional in A1)

Sensors
Wireless 
network

Control

Power

USB/Serial

Debug
Subsystem

NVM
Flash

Interconnect

JTAG/SWD

Sansa M/W

Sansa F/W



HomeKit support 

• Out-of-the-box compliance with Apple requirements 

• A Secure Platform that supports all key generation, storage and 

operation 

• HomeKit operations (pairing, stream encryption etc.) rely on unique 

ciphers and protocols:  

• Secure Remote Password 

• Signature and key exchange based on the 25519 Elliptic curve 

• ChaCha20 stream cipher; Poly1305 Authenticator (standalone and combined 

modes) 

• HKDF-SHA-512 

• Apple Authentication co-processor for MFI compliance 
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IoT 5 spices of trust 

• Each “thing” must have a unique identity that 
can be proven to other devices Trusted identity 

• each “thing” must behave in a predictable way 
that cannot be altered by an attacker Trusted integrity 

• the communication channel between “things” 
must be protected against unauthorized access 

Communications 
security 

• sensitive data stored on the “thing” has to be 
protected against unauthorized access 

Confidentiality and 
Privacy 

• the security solution has to resist various types 
of attacks, depending on the threat profile    Robustness 



Security Classification 

 IoT is a fragmented market 

 Different devices required different level of protection 

 

 One size does not fit all – the security solution must be 

optimized 

 

 The security system design is impacted by: 

 Threat model 

 Device architecture 

 Protocols and interfaces 

 Power and performance targets 

 

 

 

 

 

 

 
 



Device Architecture impact on the 

security solution 

 Device properties that impact the security solution design 

 

 Hardware architecture: 

 Memories – embedded in silicon, external, SIP 

-> Impact the need for secure storage, secure boot 

 

 Software architecture 

 Unified OS or a dedicated TEE processing environment 

• A unified OS has lower footprint but provides less flexibility – the 

entire firmware has to be trusted. 

-> A TEE required dedicated resources such as secure CPU and 

memory 

 Power constraints– AC, battery, solar 

 Required performance (data throughputs, operations latency) 

-> Impact the choice between hardware and software crypto  

 
 

 
 

 

 

 



Security Classification 

• Class A –Limited threat model 

• Examples: Smart lock, sensors  

• Limited value of assets 

• The user is not a threat 

• software and communication attacks 

 

• Examples: Smart Meter, Industrial controller 

• Assuming highly motivated and skilled attacker 

• Requiring full protection against HW, platform 

and communication level attacks  

 

• Class B – High Value 



Security Classification 

• Class C – Open System 

• Examples: Smart watch, home automation 

gateway 

• Devices with rich user interface  and multiple 

applications 

• Open system: allows for user installed 

applications 

• Application Processor (e.g. Cortex A7) 

• Requires a TEE 

• High communications b/w 

• Relevant attack profile: software and 

communication attacks, hardware non invasive 

attacks 

 
 



Sansa Silicon for IoT: example IP 

configurations  

A 
Smart lock, sensor 
(“Closed system, user 
excluded threat model”) 

B 
Smart Meter, Industrial 
controller (“Closed system, 
high value”) 

C 
Smart Watch, IPCam, 
Home Automation 
Gateway(“Open system”) 

D 
Smartphone, Tablet, 
Automotive Infotainment 
 

Cryptographic 
Engines 

PKA , AES, HASH, ChaCha20 
no countermeasures  

PKA, AES, HASH –  limited 
modes, Low Power, low 
footprint w/ 
Countermeasures 

PKA, AES, HASH, 
No Countermeasures 

PKA, AES, DES/3DES, 
HASH, MULTI2 – High 
throughput  
w/ countermeasures 

Platform Security 
Functions 

RNG 
Secure Boot 
Key management 

RNG 
Secure Boot 
Key management 
Secure Storage 
 

RNG 
Secure Boot 
Secure Debug 
Key management 
Secure Storage 

RNG 
Secure Boot 
Secure Debug 
Key management 
Secure Storage + RPMB 

Protocol Acceleration 
Package 

SSL/TLS/DTLS; 
Apple MFi 

SSL/TLS/DTLS; 
 

IPsec, SSL/TLS/DTLS,  
 

Ipsec (6lopan), SSL/TLS 
Apple Mfi 
 

Example of gate 
count and internal 
RAM (security IP) 

50-100 Kgates 
4KB 

100-150 Kgates  
4KB 

200 Kgates 
8KB 

400 Kgates 
32KB 



Currently 100 Employees,  
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Summary 

 Security capabilities are needed by all IoT devices 

 

 The Security architecture requires careful design and 

must be an integral part of the IoT SoC specifications 

and architecture, not an afterthought. 

 

 Sansa Security is focused on delivering an optimized 

security toolkit for wide range of IoT SoCs. 

 

 Thank you! 

 



Solving deep security problems in a smarter way. 


